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(54) Method and apparatus for data management authentication in a dlnical analyzer 



(57) A method and apparatus are provided for data 
management autlientication in a clinical analyzer. The 
clinical analyzer Includes a sensor for receiving a user 
sample to be measured and a processor for performing 
a predefined test sequence for measuring a predefined 
parameter value. A memory is coupled to the processor 
for storing predefined parameter data values. An 
authentication password is associated with each data 
transmission by the clinical analyzer and read by an 
associated computer system to validate each data 
transmission. The authentication password is generated 
by the clinical analyzer utilizing predetermined informa- 
tion In each data transfer. 
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Description 

Field of the Invention 

[0001] The present invention generally relates to a 5 
clinical analyzer, and. more particularly, to a new and 
Improved method and apparatus for data management 
authentication in a clinical analyzer. 

Description off the Prior Art io 

[0002] The quantitative determination of analytes in 
body fluids is of great importance in the diagnoses and 
maintenance of certain physiological abnormalities. For 
example lactate, cholesterol and bilirubin should be is 
monitored in certain individuals. In particular, the deter- 
mination of glucose in body fluids is of great importance 
to diabetic individuals who must frequently check the 
level of glucose in their body fluids as a means of regu- 
lating the glucose intake in their diets. While the remain- so 
der of the disclosure herein will be directed towards the 
determination of glucose, it is to be understood that the 
procedure and apparatus of this invention can be used 
with other diagnostic systems. 

[0003] Diagnostic systems, such as. blood glucose ss 
systems Include a biosensor used to calculate the 
actual glucose value based on a measured output 
(either current or color) and the known reactivity of the 
reagent sensing element used to perform the test. The 
test results typically are displayed to the user and stored 30 
In a memory in the blood glucose monitor. It Is desirable 
to periodically transfer the multiple stored values from 
the blood glucose monitor to a separate computer, for 
exannple to enable analysis by a doctor for the blood glu- 
cose monitor user. $5 
[0004] One known communications protocol for such 
data transfer is the ASTM Standard El 381 -91, "Specifi- 
cation for Low-Level Protocol to Transfer Messages 
Between Clinical Laboratory Meters and Computer Sys- 
tems" and ASTM Standard El 394-91 , "Standard Spec- 40 
ifications for Transferring Information Between Clinical 
Meters and Computer Systems". ASTM Standard 
E1381-91 defines the low-level data transfer protocol 
and ASTM Standard E1394-91 defines the data format 
[0005] Multiple commercially available clinical ana- 45 
lyzer are available for patient use. Due to differences 
between various commercially available clinical ana- 
lyzer, a need exists for a method and apparatus for data 
management authentication in a clinical analyzer to val- 
idate data transmissions and to identify a particular type so 
of clinical analyzer. OthenMse if a patient changes to a 
different type of clinical analyzer, then analysis by the 
patient's doctor of the data transfers from the different 
clinical analyzer likely would provide erroneous results. 

55 

Summary off the Invention 

[0006] Important objects of the present invention are 



to provide a new and improved method and apparatus 
for data management authentication in a clinical ana- 
lyzer: to provide such metiiod and apparatus that elimi- 
nates or nrtinimizes the need for user interaction: and to 
provide such method and apparatus that overcome 
some disadvantages of prior art arrangements. 
[0007] In brief, a metiiod and apparatus are provided 
for data management authentication in a clinical ana- 
lyzer. The clinical analyzer includes a sensor for receiv- 
ing a user sample to be measured and a processor for 
perfbrming a predefined test sequence for measuring a 
predefined parameter value. A memory is coupled to 
tiie processor for storing predefined parameter data val- 
ues. An authentk^ation password is associated with 
each data transmission by the clinical analyzer to an 
associated computer system. The authentication pass- 
word is read by the associated computer system to val- 
idate each data ti'ansmission. The authentication 
password is generated by the clinical analyzer utilizing 
predetemiined information in each data transmission. 

Brief Description off the Drawings 

[0008] The present invention together with the above 
and otiier objects and advantages may best be under- 
stood from the following detailed descrq3tk>n of the pre- 
ferred embodiments of the invention illustrated in the 
drawings, wherein: 

FIG. 1 is an enlarged perspective view of a clinical 
analyzer shown in an open position In accordance 
with the present invention: 

FIG. 2 is an enlarged perspective view of the clinical 
analyzer of FIG. 1 shown in a closed position: 

FIG. 3 is a block diagram representation of clinical 
analyzer circuitry in accordance with the present 
Invention of the clinical analyzer of FIG. 1 ; 

FIG. 4 is a flow chart illustrating exemplary sequen- 
tial steps of a data management authentication 
metiiod in accordance with tiie present invention of 
tiie clinical analyzer of FIG. 1 : and 

FIG. 5 is a chart illustrating an exemplary message 
format including an autiienttoation password in 
accordance with the present invention of the clinical 
analyzer of FIG. 1. 

Detailed Description of the Preff^rred Eml)odiments 

[0009] Having reference now to the drawings, in FIGS. 
1 and 2 there is illustrated a clinical analyzer designated 
as a whole by the reference character 10 and arranged 
in accordance witti principles of the present invention. 
Clinical analyzer 10 includes a clam-shell type enclo- 
sure 1 2 formed by a base member 1 4 and a cover mem- 
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ber 16. Base and cover members 14 arxi 16 are 

pivotably attached together at a first end 18 and are 
secured together by a latch member 20 at a second, 
opposite end 22. A display 24. such as a liquid crystal 
display (LCD) is carried by the cover member 16. To 5 
turn the clinical analyzer 1 0 on and off, a manually mov- 
able slide 28 mounted on the cover member 16 is 
moved between an open position shown in FIG. 1 and a 
closed position shown In FIG. 2. 

[0010] In the closed or OFF position of FIG. 2. the 10 
slide 28 covers the display 24. A thumb grip 30 carried 
by the slide 28 is an^anged for manual engagement by a 
user of the dinical analyzer 10 to select the ON and 
OFF positions. The thumb grip 30 also is movable from 
left to right in the OFF position of slide 28 for selecting a is 
system test operational mode. When a user moves the 
slide 28 to the ON position of FIG. 1. the display is 
uncovered and a sensor 32 is presented. The sensor 32 
extends through a slot 34 and is positioned outside tiie 
enclosure 12 for the user to apply a blood drop. A right 20 
button 42 and a left button or switch 44 (or switches A 
and B) are carried by the enclosure 12 for operation by 
a user to select predefined operational modes for the 
clinical analyzer 10, and for example, to set. recall and 
delete blood glucose readings and to set date, time, and 25 
options. 

[001 1 ] Referring also to FIG. 3. tiiere is shown a block 
diagram representation of clinical analyzer circuitry des- 
ignated as a whole by the reference character 50 and 
arranged In accordance with principles of the present 30 
invention. Clinical analyzer circuitry 50 includes a micro- 
processor 52 together witii an associated memory 54 
for storing program and user data. The display 24 is 
operatively controlled by the microprocessor 52. A 
meter function 56 coupled to the sensor 32 is opera- 35 
tively controlled by the microprocessor 52 for recording 
blood glucose test values. A battery monitor function 58 
is coupled to the microprocessor 52 for detecting a dead 
battery (not shown) condition. An alarm function 60 is 
coupled to the microprocessor 52 for detecting prede- 40 
fined system conditions and for generating alarm indica- 
tions for the user of clinical analyzer 10. A data port or 
communications adapter 62 couples data to and from a 
connected computer system 64 via a communications 
link 66. An ON/OFF Input at a line 28A responsive to the 4S 
user ON/OFF operation of the slide 28 is coupled to the 
miaoprocessor 52 for performing tiie blood test 
sequence mode of clinical analyzer 10. Microprocessor 
52 contains suitable programming to perform tiie metii- 
ods of the invention as illustrated in FIGS. 4 and 5. so 
[001 2] In accordance with the invention, an authenti- 
cation password generally designated by 504 in FIG. 5 
is associated with each data transmission or message 
generally designated by 500 by Vie clinical analyzer 10. 
The authentication password 504 is read by the associ- ss 
ated computer system 64 to validate each data trans- 
mission. The autiientication password 504 is generated 
by the clinical analyzer 10 utilizing predetermined infor- 



mation in each data transmission. 
[001 3] Referring to FIG, 4. there are shown exemplary 
steps for password computation of the invention starting 
at a block 400. Rrst a fourteen day average glucose is 
computed and stored as AVG as Indicated at a block 
402. A number of minutes since midnight (hrs * sixty -i- 
mins), is computed and stored as MINS as indicated at 
a block 404. A number of days since an predetermined 
date, such as December 31.1 989, to the present date is 
computed, (full years * three hundred sixty five + leap 
years * one + number of days elapsed in cun-ent year), 
and stored as DAYS as indicated at a block 406. An 
eight bit random number is generated and stored as 
RND as indicated at a block 408. Then tiie password is 
computed, passwd = RND * two hundred fifty six + 
((AVG + MINS + DAYS) MODULO two hundred fifty six) 
as indicated at a block 41 0. This completes tiie sequen- 
tial steps as indicated at a block 412. 
[001 4] FIG. 5 illustrates an exenrplary message format 
generally designated by 500 of the invention used for 
each data transfer from the clinical analyzer 10 to the 
associated computer system 64. Each data transfer or 
message 500 includes a message header 502 including 
a predefined field containing the authentication pass- 
word 504. Another predefined field in the message 
header 502 contains a current date stamp 506 for the 
message 500. Each data transfer or message 500 
includes a plurality of data records 508. In FIG. 5, five 
example data records 508 are shown and labeled R1, 
R2, R3. R4 and R5. An authentication password 504 of 
-18572 is shown with a date stamp 506 of June 16, 
1997, time 1307 or 1 :07PM. The fourteen day average 
glucose is shown as 189 in record R1 including the uni- 
versal test ID is "AAAGIucoseA". 
[0015] The ASTM E1394-91 standard defines a 
header record that advantageously is used for the mes- 
sage header 502. The authentication password 504 is 
contained in one field within the header record defined 
as an "access password" field by tiie ASTM El 394-91 
standard. The clinical analyzer 10 transmits the authen- 
tication password 504 as a signed integer, a 16 bit 
value. The signed integer is actually transmitted as a 
sequence of ASCII (American National Standard for 
Information Interchange) characters which represent 
the integer. The range for tiie authentication password 
504 is from "-32767" to "32768". 
[001 6] The eight most significant bits of the autiienti- 
cation password 504 is an 8-bit random number, that 
must change randomly from transmission to transmis- 
sion of messages 500. The eight least significant bits of 
the autiientication password 504 is based on the date 
and time of the message contained in time stamp field 
506 of tiie header record 502 and the 14 day average 
glucose contained in a result record 508 when the uni- 
versal test ID is "AAAGlucoseA", as shown in data 
record R1 in FIG. 5. The computed part of tiie password 
is calculated by adding the number of minutes since 
midnight to the number of days since December 31, 
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1989, plus the 14 day average glucose (in mg/dL). Only 
the 8 least significant bits of the computation are kept. If 
the clinical analyzer 10 provides glucose values In 
mmol/L, then the 1 4 day average value is first converted 
to mg/dL (multiply by 18 and rounded to an integer) 
before being added in the password calculation. 
[001 7] The 8-blt random part (most significant byte) is 
concatenated to the 8-bit computed part (least signifi- 
cant byte) which results in a 16 bit value for the authen- 
tication password 504. The authentication password 
504 is interpreted as a 16 bit signed integer ranging in 
value from -32767 to 32768. It is transmitted as the 
sequence of ASCII characters which represent the inte- 
ger 

[001 8] When computer system 64 receives the trans- 
mission from a particular clirucal analyzer 10. it converts 
the ASCII characters in the password field to an integer. 
The 8 most significant bits are ignored, the 8 least sig- 
nificant bits are verified against the calculation of the 
authentication password 504 as detailed above. For 
example, the authentication password 504 of -18572 is 
compared with a computed value by the computer sys- 
tem 64. The computer system 64 uses the same equa- 
tion, shown in block 410 in FIG. 4 for computing the 
authentication password 504. as used by the clinical 
analyzer 10. The DAYS value of the number of days 
since December 31, 1989 until the date stamp date of 
June 16, 1997 is calculated by (7 full years * three hun- 
dred sixty five + 2 leap years * one day/leap-year + 
number of days elapsed in current year (31 + 28 4- 31 + 
30 + 31-1-16) which equals 2724. The time calculation 
(minutes since midnight) equals ((13 hours * 60 min- 
utes/hour) + 7 minutes) which equals 787. The compu- 
tation is verified as followvs (2724 + 787 + 189) which 
equals 3700 or 0E74 total in hexadecimal, keeping the 
least significant 8-bits in hexadecimal or 74 in hexadec- 
imal which equals 1 16 decimal. The access password is 
-18572 in decimal or B774 in hexadecimal. Keeping the 
least significant bits of the result leave 74 in hexadeci- 
mal which equals 1 16declmal. Thus, the authentication 
password 504 agrees with the computed value fbr the 
example data transfer message 500 of FIG. 5. Only 
when tfie authentication password 504 agrees with the 
computed value is the clinical analyzer 10 identified as 
a valid meter. 

[0019] While the present invention has been 
described with reference to the details of the embodi- 
ments of the invention shown in the drawings, these 
details are not Intended to limit the scope of the inven- 
tion as claimed in the appended claims. 

Claims 

1 . A clinical analyzer comprising: 

sensor means for receiving a user sample: 
processor means responsive to said user sam- 
ple receiving means fbr performing a prede- 



fined test sequence for measuring a predefined 
parameter value; 

memory means coupled to said processor 
means for storing said predefined parameter 

s data values; 

communications means coupled to said proc- 
essor means for transferring data to a compu- 
ter system; each said data transfer including an 
authentication password and said predefined 

10 parameter data values; said authentication 

password used by said computer system to val- 
idate each said data transfer. 

2. A clinical analyzer as recited in claim 1 wherein said 
15 authentication password is generated by said proc- 
essor means utilizing predetermined information in 
each data transfer. 

3. A clinical analyzer as recited in claim 2 wherein said 
20 predetermined information in each data transfer 

includes a time stamp value. 

4. A clinical analyzer as recited in claim 3 wherein said 
time stamp value includes a cun'ent date and time 

25 value for said data transfer. 

5. A clinical analyzer as recited in claim 4 wherein said 
predetermined information in each data transfer 
includes a fourteen day average glucose value. 

30 

6. A clinical analyzer as recited in claim 1 wherein 
each said data transfer includes said authentication 
password in a message header and said prede- 
fined parameter data values are included in a plu- 

35 rality of results records, said results records 
following said message header. 

7. A clinical analyzer as recited in claim 6 wherein said 
message header includes a current time stamp 

40 value for said data transfer. 

8. A clinical analyzer as recited in claim 7 wherein one 
of said plurality of results records includes a four- 
teen day average glucose value. 

45 

9. A clinical analyzer as recited in dalm 8 wherein said 
wherein said authentication password generated by 
said processor means is read and compared with a 
calculated value by said conputer system utilizing 

50 said current time stamp value and said fourteen day 
average glucose value. 

ia A method for validating each data transfer from a 
clinical analyzer to a conriputer system comprising 
55 the steps of: 

providing the clinical analyzer with a sensor for 
receiving a user sample and a processor for 
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performing a predefined test sequence for 
measuring a predefined parameter value; 
storing said predefined parameter values, and 
transferring stored data to a computer system; 
each said data transfer including the step of s 
calculating an authentication password, and 
transferring said authentication password and 
said predefined parameter data values; said 
authentication password used by said compu- 
ter system to validate each said data transfer. 10 
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management authentication in a clinical analyzer. The 
clinical analyzer includes a sensor for receiving a user 
sample to be measured and a processor for performing 
a predefined test sequence for measuring a predefined 
parameter value. A memory is coupled to the processor 



for storing predefined parameter data values. An au- 
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